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Abstract.
Some ideas about a model for managing the risk of suﬀering an
intentional attack in digital environments are presented in order to get a new
model based on complex networks. This model will allow us to analyze and
mitigate the intentional technological risk on digital networks and environments.
Within this context, we speciﬁcally introduce a complete description of a new
algorithm called max-path devoted to assign a speciﬁc value to each component
of the network (nodes and edges) by distributing the initial value of information
assets which are located in areas (named vaults) throughout the whole network.
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1.

Intentional networks

Introduction

A fundamental challenge in network science is to extract a solid foundation
and a set of key principles for networked systems from the widely dispersed
eﬀorts in analyzing real-world networks and developing mathematical models of networks. Following this guideline, complex networks have been used
for modeling diﬀerent real world systems, such as Internet, neural and social
networks, the World Wide Web and many other examples [1, 2, 3, 4, 5, 6].
On the other hand, as technology is developing so rapidly and cyberattacks are becoming more and more sophisticated, the challenge faced by
risk managers is how to manage this increasingly complex digital risk environment having in mind that there is not any standard for measuring intentional
technological risk.
Our main proposal is to build a whole mathematical model based on the
complex networks’ theory and its tools for a better understanding, managing
and identiﬁcation of solutions to prevent and mitigate intentional technological
risk of suﬀering an intentional attack in digital environments.
Up to now, the risk of suﬀering an intentional attack within digital environments had been mainly studied within the framework of Game Theory.
In our model we use an adapted functional complex network that allow us to
get a qualitative and quantitative information about the risk of suﬀering an
intentional attack within digital environments.
In our model we assign three attributes to each component (nodes and
edges) of a digital network: its value, its anonymity and its accessibility in
order to include intentionality within a framework which let us establish a
tool for measuring intentional technological risk.
It is remarkable that within our framework we identify two kinds of intentional technological risk: Static Risk (the attacker only use the authorized
routes) and Dynamic Risk (the attacker manipulates and modiﬁes the routes
and the system to access at his target).
The value of an element or component is, within this context, the value
for the defender. It mainly depends on its place within the network, the links
to the rest of nodes, the distance from the vaults and the total value placed
in the vaults. Anonymity is related to the possible identiﬁcation of the users
who reach that element. The accessibility of an element may be quantiﬁed by
using a slight variation of the PageRank algorithm which assigns a quantity
to every element of the network (its centrality) that allows to sort them in a
ranking.
Therefore several algorithms are needed to get an accurate model looking
at its applicability in real scenarios, for example, to locate and optimize the
places where we must put controls in order to manage intentional technological
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risk. One of these algorithms, the algorithm max-path, is devoted to assign a
speciﬁc value to each component(nodes and edges) of the network by spreading
and distributing the value of the information laying within the vaults throughout the rest of the edges and nodes of the whole network. It is remarkable that
this algorithm may be of interest in other contexts. In any case it is important
to highlight that directness must be taken into account in our model since the
kind of networks we study present asymmetric interactions. After this introduction, section 2. is devoted to introduce a mathematical framework for risk
management, including the notation and some deﬁnitions we use in our work.
In section 3. we describe in detail the algorithm max-path intended to assign
a speciﬁc value to each component of the network. In section 4. we provide
a pseudo-code version of the algorithm, and ﬁnally section 5. is devoted to
present some conclusions.

2.

A mathematical framework for risk management

From a schematic point of view, a (directed) complex network is a mathemat⃗ = (V, E) composed by a set of nodes or vertices V = {v1 . . . , vn }
ical object G
that are pairwise joined by oriented links or edges E = {ℓ1 , . . . , ℓm }. The adja⃗ denoted by A ⃗ , is the n×n dimensional
cency matrix of a directed network G,
G
(0, 1)-matrix AG⃗ = (aij ) determined by the conditions:
{
1 if (vi , vj ) ∈ E
aij =
0 if (vi , vj ) ∈
/ E.
In order to adapt this concept to the environment of digital networks, we
⃗ ψ, α, β), composed by
will call intentional network to a tuple (G,
⃗ = (V, E), where V is the set of nodes and E ⊆ V ×V
1. A directed graph G
is the set of edges.
2. A map ψ : E −→ [0, 1] ⊆ R, called value reduction.
3. A map α : E −→ N × [0, 1] × (R+ ∪ {0}), called edge attributes, and
deﬁned as α = (Anon, Acc, V al), where
(a) Anon : E −→ N is the edge anonymity.
(b) Acc : E −→ [0, 1] ⊆ R is the edge accesibility.
(c) V al : E −→ R+ ∪ {0} is the edge value.
4. A map β : V −→ [0, 1] × R, called node attributes, and deﬁned as β =
(Acc, V al), where
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(a) Acc : V −→ [0, 1] ⊆ R is the node accesibility.
(b) V al : V −→ R+ ∪ {0} is the node value.
Now we will describe how the value will be spread throughout the network
using a value reduction matrix:
⃗ = (V, E), where V = {v1 , . . . , vn }, and a map
Given a directed graph G
⃗ to the n × n matrix
ψ : E −→ [0, 1] ⊆ R, we call value reduction matrix of G
B, which has as inputs
{
ψ((vi , vj )) if (vi , vj ) ∈ E
B(i, j) =
0 if (vi , vj ) ∈
/ E.

3.

The max-path algorithm

In the sequel, given a vector x ∈ Rn we denote by x[j] the j-th coordinate of
x. The following is a description of the max-path algorithm:
Max-path algorithm
Input:
⃗ = (V, E), where V = {v1 , . . . , vn }.
• A directed network G
• A value reduction map ψ : E −→ [0, 1] ⊆ R.
• An initial node vault vi ∈ V .
• An initial value M ∈ R+ .
• A stop condition and/or a maximum number M ax of iterations.
Output:
• A map of the dispersed value from the node vi
V ali : V −→ R
Step 1 (initial vectors): We consider an initial vector x0 ∈ Rn with M value
only in the position that corresponds to the node vi , that is
{
M if j = i
x0 [j] =
0 if j ̸= i.
We deﬁne as well y0 = x0 .
Step 2 (k-iteration): Given the vectors xk−1 , yk−1 ∈ Rn we build the vectors
xk , yk as follows:
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1. Given the vector yk−1 , we decompose it as a sum of vectors that have a
single coordinate diﬀerent from zero:
∑

yk−1 =

∑

yk−1 [j] · ej =

yk−1 [j] ̸= 0

(j)

uk−1

yk−1 [j] ̸= 0

where ej is the j-th vector of the canonical basis.
2. We multiply each of those vectors by the reduction matrix B:
(j)

(j)

uk = B · uk−1
3. We settle yk as the maximum, coordinate by coordinate, of the results:
(l)

yk [j] = maxl {uk [j]}
for each j = 1, . . . , n.
4. In order to build xk , we take maximums in every coordinate:
xk [j] = max{xk−1 [j], yk [j]}
for each j = 1, . . . , n.
Step 3 (output building): When the maximum number of iterations M ax is
reached, or the stop condition is fulﬁlled, no more iterations will be carried
out. We denote by xK the last obtained vector. We set
V ali (vj ) = xK [j]
for every j = 1, . . . , n.
It is remarkable that it has been found that a stop condition that guarantees that the algorithm ﬁnishes in a ﬁnite number of steps and that the value
has been transmitted to all the nodes of the graph is the following:
“when xk−1 = xk we stop the algorithm”
Now, as it is possible that there exists more than one single vault, it is
needed to consider the following:
Algorithm of value assignation
Input:
⃗ = (V, E), where V = {v1 , . . . , vn }.
• A directed network G
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• A reduction value map ψ : E −→ [0, 1] ⊆ R.
• A subset of nodes with initial value (vaults) {vi1 , . . . , vil }.
• A set of values associated to the previously mentioned nodes {Mi1 , . . . , Mil }
• A stop condition and/or a maximum number M ax of iteration for the
algorithm max-path.
Output:
• A value of edges map V al : E −→ R
• A value of nodes map V al : V −→ R
Step 1 (dispersion of the value from each vault): For each pair (vij , Mij ), we
execute the algorithm “max-path” with the corresponding inputs, obtaining
V alvij , the function of dispersed value from the node vij .
Step 2 (deﬁnition of V al): For every v ∈ V we deﬁne
V al(v) =

l
∑

V alvij (v)

j=1

that is, we sum the dispersed values associated to each vault.
Step 3 (deﬁnition of V al): For every edge (v, w) ∈ E, we deﬁne
V al((v, w)) = V al(w) · ψ((v, w))
the value of the destination node multiplied by the reduction of the edge value.

4.

Coding the algorithm

In short, a formal and brief description of the algorithm max-path to be implemented is the following:
• Assuming that we are distributing a value M , we consider an initial
vector v0 with all of its coordinates are equal to zero except for in the
corresponding position to the vault in which the value M appears. We
also consider w0 := v0 .
• In general, the components of the vector wk keep the value that has
circulated throughout the network during the iterative step k, while the
vector vk will keep the total value accumulated after step k.
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• In the iterative step k, given the vector wk−1 , we decompose it as a sum
of vectors that will have a single coordinate diﬀerent from zero:
∑

wk−1 =

(j)

uk−1

wk−1 [j] ̸= 0
• We multiply each of those vectors by the reduction matrix B:
(j)

(j)

uk = B · uk−1
(j)

• Remark for implementation: The calculation of the vector uk may be
done by multiplying the number wk−1 [j] by the j-column of the B matrix. This way, there is no need to make the explicit decomposition, it
is enough to consider as many vectors uk as coordinates diﬀerent from
zero that the vector wk−1 has.
• We build wk as the maximum, coordinate by coordinate, of the results:
(j)

wk = max cow [j] ̸= 0 (uk )
k−1
• We build vk as the maximum, taken coordinate by coordinate, of vk−1
and wk , i.e.
vk := max co(wk , vk−1 )
• Stop condition: In the moment in which vk−1 = vk the algorithm stops.
The coordinates of the vector vk provide the distributed value from the
vaults to each of the nodes.
Next we provide pseudo-code description of the algorithm.
Input:
• matrix B /* The value reduction matrix */
• real M /* The value to transmit */
• integer j0 /* The position of the vault, the node with value,
in the node list */
• integer size /* The size of the list of nodes (and the matrix
B) */
Variables:
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• vector v /* To store the accumulated value until the last step
*/
• vector v prev /* To store the vector v from the previous step
*/
• vector w /* To store the value transmitted in the last step */
• vector w prev /* To store the vector w form the previous step
*/
• vector u /* auxiliar vector */
Functions:
• vector col(matrix B, integer j) /* Outputs the vector which is
the j-th column of B */
• vector max co(vector u, vector v) /* Outputs the vector which
results from taking the maximum of u and v in each coordinate
*/
Pseudo code:
/* Initialize the vectors v and v prev. The vector v prev is initialized
to 0 to make it different from v and let the condition for the external
loop true for the first iteration. Whenever a vector is initialized
to 0, this means that every coordinate is set to 0 */
v prev := 0;
v := 0;
v[j0] := M; /* This stores the initial value M in the appropriate
coordiante */
/* Initialize the vectors w and w prev to 0 */
w prev := 0;
w := 0;
/* The external loop will execute until two consecutives iterations
give the same accumulated value vector. This should always end, because
it should be executed at most so many times as the longest path in
the graph (without duplicated edges) */
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while (v<>v prev) do
/* Store the vectors from previous iteration */
v prev := v;
w prev := w;
/* Set the vector w to 0 */
w := 0;
/* Checks the coordinates of w prev for values different to 0. If
true, computes the transmitted value from the j-th node, by multiplying
the j-th column of B by the j-th coordinate of w prev. Then this
is stored in w by using the funtion max co */
for j:= 1 to size do
if (w prev[j]>0) then
u := w prev[j]*col(B,j); /* to multiply a vector by a
number, multiply each component by the number */
w := max co(u,w);
end if;
end for;
/* Actualize vector v */
v := max co(w,v);
end while;

5.

Conclusions

Intentional technological risk can be described and analyzed by using the complex networks’ theory and its tools since the structural properties of certain
functional network provide valuable information to prevent and mitigate the
intentional technological risk on digital networks. A useful algorithm related
to the vaults values distribution throughout a digital network has been introduced in this context. This algorithm may be of interest in other contexts.
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